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1 Introduction 
The internal audit plan for 2022/23 was approved by the Independent Audit Committee (IAC) on 15 March 2022.    

The graphic below provides a summary update on progress against this plan.   
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2 Reports 
2.1 Summary of final reports being presented to this committee 
We have finalised the following report since the previous meeting and this is detailed below:  

Assignment Opinion issued Actions agreed 

L M H 

Procurement 

Objective of the review:  

To confirm the Service has adequate processes in place to ensure it achieves value for money through 
the robust procurement of goods and services and in accordance with the Service’s financial 
regulations. 

Minimal Assurance 0 5 6 

ICT – Maintenance and Updates 

Objective of the review: 

To ensure that key systems are kept up to date with the relevant software updates to reduce the risk of 
cyber threats. 

Risk:  

Operate with secure systems to prevent loss of critical assets and sensitive information, through 
disruption or damage to systems and reputation resulting from a cyber-attack. 

Minimal Assurance 

 

0 3 2 
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Appendix A: Progress against the internal audit plan 2023/24  
Assignment  Status  Target Independent Audit Committee  

Estates Management Planning call scheduled  

Fieldwork scheduled to take place week commencing 17 July 2023 

September 2023 

Follow Up of 2022/23 Negative Opinions: 
Fleet Management; Health and Safety; and 
On-call Firefighter Recruitment 

Fieldwork scheduled to take place week commencing 14 August 2023 September / December 2023 

Supplier Payments: Process and Control 
Assurance 

Fieldwork scheduled to take place week commencing 18 September 
2023 

December 2023 

Service Catalogue Fieldwork scheduled to take place week commencing 30 October 2023 December 2023 

Security Policy Framework  Fieldwork scheduled to take place week commencing 4 December 2023 March 2024 

Asset Management Fieldwork scheduled to take place week commencing 12 February 2024 June 2024 

Follow Up of Previous Internal Audit 
Management Actions (2023/24 reviews) 

Fieldwork scheduled to take place week commencing 18 March 2024 June 2024 
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Appendix B: Other matters 2022/23 
Changes to the audit plan 
There have been no further changes to the 2022/23 internal audit plan since the last meeting. Detailed below are the changes previously reported: 

Note Auditable area Reason for change

1. Procurement 

(Reported to the IAC on 21 
June 2022) 

Per the approved internal audit plan, the Procurement review was scheduled to take place week commencing 18 July and 
due to be reported to the IAC in September. At the request of management, the review has been rescheduled to March 
2023 to allow for the joint procurement team to be established. 

2. Health and Safety 

(Reported to the IAC on 20 
September 2022) 

Per the approved internal audit plan, the Health and Safety review was scheduled to take place week commencing 11 July 
and due to be reported to the IAC in September. At the request of management, the review has been rescheduled to 
September 2022.  

3 Gazetteer Patching Review 

(Reported to the IAC on 29 
November 2022) 

The Commissioner’s CFO commissioned a separate review of the organisation’s process of patching in relation to the 
Gazetteer system. 
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Appendix C: Key performance indicators (KPIs) 
Delivery Quality 

 Target Actual   Target Actual 

1. Draft reports issued within 10 
days of debrief meeting 

10 days 9 working days 
(average)  

3. Conformance with PSIAS and IIA 
Standards 

Yes Yes 

4. Liaison with external audit to allow, 
where appropriate and required, the 
external auditor to place reliance on the 
work of internal audit 

Yes As and when required 

2. Final report issued within 3 days 
of management response 

3 days 1 working day 
(average)  

5. Response time for all general 
enquiries for assistance 

2 working 
days 

2 working days 
(average) 

6. Response for emergencies and 
potential fraud 

1 working 
day 

- 
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Appendix D: Internal audit assignments reported previously   
Reports previously seen by the Audit Committee and included for information purposes only: 

Assignment Opinion issued Actions agreed 

L M H 

Payroll – Process and Control Assurance 

 

Partial Assurance 1 4 2 

Gazetteer Patching Review Partial Assurance 2 3 1 

Health and Safety 

 

Partial Assurance 0 1 2 
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Assignment Opinion issued Actions agreed 

L M H 

Fleet Management 

 

Partial Assurance 0 5 0 

On-call Firefighter Recruitment Process 

 

Partial Assurance 2 1 2 

Follow Up of Previous Internal Audit Management Actions: Payroll – Process and Control Assurance 

 
Reasonable progress 0 2 0 
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rsmuk.com 
The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily a comprehensive statement of all the 
weaknesses that exist or all improvements that might be made. Actions for improvements should be assessed by you for their full impact.  This report, or our work, should not 
be taken as a substitute for management’s responsibilities for the application of sound commercial practices. We emphasise that the responsibility for a sound system of 
internal controls rests with management and our work should not be relied upon to identify all strengths and weaknesses that may exist.  Neither should our work be relied 
upon to identify all circumstances of fraud and irregularity should there be any. 

Our report is prepared solely for the confidential use of North Yorkshire Police, Fire and Crime Commissioner Fire and Rescue Authority and solely for the purposes set 
out herein. This report should not therefore be regarded as suitable to be used or relied on by any other party wishing to acquire any rights from RSM UK Risk Assurance 
Services LLP for any purpose or in any context. Any third party which obtains access to this report or a copy and chooses to rely on it (or any part of it) will do so at its own 
risk. To the fullest extent permitted by law, RSM UK Risk Assurance Services LLP will accept no responsibility or liability in respect of this report to any other party and shall 
not be liable for any loss, damage or expense of whatsoever nature which is caused by any person’s reliance on representations in this report. 

This report is released to you on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as otherwise permitted by agreed written terms), without 
our prior written consent. 

For more information contact 
 
Daniel Harris 
Head of Internal Audit 
RSM UK Risk Assurance Services LLP 
1 St. James’ Gate, Newcastle Upon Tyne, NE1 4AD 
M: +44 (0)7792 948767 | W: www.rsmuk.com 
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Emergency Services News Briefing

Police

Mental health and policing

The Home Secretary has written to Chief Constables and 

Police and Crime Commissioners setting out what the 

government is doing to address issues around mental 

health on policing.

On 23 January 2023, the Department of Health and 

Social Care (DHSC) announced that mental health 

services are being boosted by £150m in government 

funding. As part of the funding, £7m will go towards the 

procurement of specialised mental health ambulances, 

with the remaining £143m for new, or to improve existing, 

mental health crisis response infrastructure. The funding 

will provide over 30 schemes for crisis cafes, crisis 

houses and other similar safe spaces. It will also provide 

over 20 new or improved health-based places of safety.

The Home Secretary has thanked all chief constables in 

England and Wales, together with police and crime 

commissioners, for their continued focus on mental health 

and policing and their close work with health partners. 

The Home Secretary has also set out details and timings 

of work by partners to address mental health demand.

Police Officer Uplift, quarterly update to 

March 2023 

The Home Office has published its quarterly update on 

progress with the recruitment of an additional 20,000 

police officers in England and Wales. The government 

has delivered on its 2019 manifesto commitment to recruit 

20,000 additional police officers by March 2023. This 

brings the total number to nearly 150,000 officers, more 

than 3,500 higher than the previous peak in 2010. 

Progress is being made, with crime falling in England and 

Wales by 50% since 2010, excluding fraud and computer 

misuse. Since March 2020 theft has reduced by 20%, 

homicides and knife crime by 8% and domestic burglary 

by 30%.

Vetting, misconduct and misogyny in the 

police service

His Majesty’s Inspectorate of Constabulary and Fire and 

Rescue Services (HMICFRS) has published a review of 

progress against recommendations made in its November 

2022 report into  vetting, misconduct, and misogyny in the 

police service. Matt Parr, His Majesty’s Inspector of 

Constabulary, wrote to the Home Secretary and 

addressed the police service’s progress against the 43 

recommendations and five areas for improvement 

HMICFRS made in the report. Progress included:

• 90% of recommendations made by HMICFRS related 

to counter-corruption and misconduct have been or 

are likely to be addressed by the deadline;

• 73% of recommendations made by HMICFRS related 

to vetting have been or are likely to be addressed by 

the deadline; and

• HMICFRS agreed with 96% of the vetting decisions 

they reviewed which is a significant improvement on 

the 90% from the November 2022 report, 

demonstrating the positive changes being made.

In this edition of our news briefing, we draw attention to some of the key 

developments and publications in the sector, with particular focus on the 

latest update on the recruitment of police officers and progress with 

delivering the Emergency Services Network.

3

Questions for committee’s

consideration

• Is your Audit Committee receiving regular 

assurance on progress against these 

recommendations?
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NFCC launch first of evidence-based risk 

assessment methodologies

The National Fire Chief Council’s (NFCC) Community 

Risk Programme (CRP) is ‘developing standardised tools 

to support UK Fire and Rescue Services in their 

community risk management planning.’ The programme 

has so far collaborated with the Fire Standards Board to 

produce a fire standard for Community Risk Management 

and has delivered several pieces of guidance and tools 

that are being utilised by UK Fire and Rescue Services . 

The tools being developed will support Fire and Rescue 

Services to ‘consistently identify, assess and mitigate 

community risks and provide a framework and systemic 

approach for developing community risk management-

centred plans.’

Culture Action Plan 

The NFCC is developing a ‘Culture Action Plan’ to 

address issues related to culture, inclusion, and diversity 

in the fire and rescue service. The plan aims to support 

fire and rescue services in implementing necessary 

changes to create an inclusive and positive culture for 

employees and the public. The NFCC's draft Culture 

Action Plan outlines an ambitious set of initiatives 

designed to improve organisational culture and eradicate 

misogyny, racism, bullying, and harassment across UK 

fire and rescue services.

More rigorous checks for fire and rescue 

employees

The Home Office has announced plans to enable fire and 

rescue authorities to conduct a higher level of criminal 

record checks for all their employees. This is aimed at 

improving standards and safeguarding the public and 

staff. Presently, staff are only automatically eligible for 

Basic Disclosure and Barring Service (DBS) checks. 

However, legislation introduced on 24 April 2023, once 

passed, will make all staff eligible for the more rigorous 

Standard DBS checks.

These checks will allow fire and rescue services to 

understand and mitigate risk, to protect their colleagues 

and the public, and support high standards of integrity. 

How and where these are used are at the discretion of 

each individual fire and rescue authority . The changes 

follow recent findings in HMICFRS’ report, on ‘Values and 

culture in fire and rescue services’, as well as the London 

Fire Brigade’s independent review into its own culture, 

which found evidence of bullying, harassment and 

discrimination across the services.

4

Fire

Questions for committee’s

consideration

• Does your Audit Committee have 

assurance that the tools have been 

utilised?

Questions for committee’s

consideration

• Has your Authority agreed it’s approach / 

policy on how these new checks will be 

used? 

Page 14 of 21

https://www.justiceinspectorates.gov.uk/hmicfrs/publications/values-and-culture-in-fire-and-rescue-services


5

Positive Practice Portal

HMICFRS and the NFCC has announced the launch of 

the positive practice portal. This has been designed as a 

shared space and provides information on tactics, 

knowledge and advice across the fire and rescue sector. 

Sharing experiences of what works, and even what 

doesn’t work, will help fire and rescue services to learn 

from each other and better serve the public. HMICFRS will 

continue to be a key contributor to the development of the 

positive practice portal.

Emergency Services News Briefing

The Fire Standards Board launch two new 

professional Standards

The Fire Standards Board (FSB) has announced the 

launch of two new Fire Standards - Fire Control and 

Communications and Engagement. The creation of the 

Fire Control Standard was influenced by major incidents 

like the Grenfell fire and the Manchester Arena bombing. 

These standards address the critical and strategic role 

that Fire Control plays, from the initial receipt of a call to 

the final resolution of an incident.

The Fire Standard on Fire Control has been developed 

with input from the NFCC Fire Control team, the NFCC 

lead for fire control, the Mobilising Officers Group and also 

with input from fire control specialists across a range of 

fire and rescue services. To achieve this Fire Standard :

• FRSs will need to include ‘fire control managers in its 

community risk management planning’;

• fire control employees will need to be provided with 

effective systems and arrangements; and

• mental and physical health and wellbeing support 

should be easily accessible and widely promoted to its 

fire control employees.

The Communications, Engagement and Consultation Fire 

Standard has been developed with input from FirePro UK, 

the NFCC communications teams and communication and 

collaboration specialists from a wide range of FRSs. To 

achieve this Fire Standard:

• FRSs will need to have a strategic approach to 

communication, engagement and consultation;

• services will need to have ‘resilient and out of hours 

arrangement to handle out of hours enquiries and 

manage communications during crises and 

emergencies, in line with the requirements of the 

Emergency Preparedness and Resilience Fire 

Standard’; and

• communications planning frameworks should be 

consistent for communications and campaign work.

Questions for committee’s

consideration

• Have you put in controls and a 

framework in place to meet the new 

Fire Standard and how do you receive 

regular assurance that you continue to 

meet the Standard?
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Police and Fire

Progress with delivering the Emergency 

Services Network 

The National Audit Office (NAO) has published a new 

report looking at progress with delivering the Emergency 

Services Network (ESN). It finds that despite the 

programme to deliver the new emergency services 

network to replace Airwave costing £2bn so far, the Home 

Office still does not know when ESN will be ready or what 

it will cost. The Airwave network allows police, fire, and 

ambulance services from across England, Scotland and 

Wales to communicate between the field and control 

rooms. The Emergency Services Mobile Communications 

Programme (ESMCP) was established to oversee the 

replacement of the Airwave network and provide a modern 

mobile data network. In June 2021, the Home Office 

estimated the total ESMCP lifetime spend to be £11bn, 

including the cost of running ESN and Airwave until 

replaced by ESN. 

Questions for committee’s

consideration

• Is the Audit Committee sighted on the 

ongoing preparation for your ESN 

programme?
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RSM’s emergency services risk register analysis

Moving out of the uncertainty caused by the pandemic and the challenges that it presented remains a feature of the 

operating environment. While risks such as the cost-of-living-crisis, rising energy, food and material prices, inflation and 

geopolitics are all part of the risk management landscape, the focus on climate change, equality, diversity, mental 

health and wellbeing has also increased. 

Challenges around the inability to plan financially for the longer term remain. This is magnified as budgets are stretched, 

and despite government reviews there is some uncertainty regarding how government may take forward key proposals. 

Cybercrime is also a continuing threat with communication related issues remaining. This is linked to delays in the 

emergency services mobile communications programme, which also has a significant cost and meaning it is critical for 

boards and management to continue to focus on ensuring they have effective risk management procedures. 

We have been publishing analyses of police and fire risk registers periodically for eight years now, allowing us to trace 

movement in risk profiles over time. This publication is our first cross-sector analysis, where we reviewed the risk 

registers of the police force, police and crime commissioner (OPCC), office of police and fire crime commissioner 

(OPFCC) and fire service strategic risk registers. Our report allows emergency services organisations to consider how 

our risks compare and to assess whether we are missing any significant risks.

We reviewed 38 emergency services strategic risk registers incorporating 540 individual risks.

Key findings

In terms of quantities of risks, the top three areas representing 48% of the total population were: 

1. operational risks, accounting for 102 risks in total (or 19%);

2. workforce risks, accounting for 87 risks in total (or 16%); and

3. financial risks, accounting for 70 risks in total (or 13%).

For the emergency services, the risk landscape is complex and evolving. 

Therefore, identifying and managing your risks effectively is vital.

7
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In our latest analysis, across emergency services there are more risks related to operations and workforce than any 

other. This demonstrates that, in many respects, the broad risk themes across the sector are similar in nature, despite 

the distinct roles of forces and commissioners, and fire and rescue services.

As we have been analysing police and fire strategic risk registers for several years, we can illustrate risk movement and 

trends.

8
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As part of our analysis, we have also analysed strategic risks in terms of severity, tracing those residual risks (post 

controls and applied mitigations) considered by police and fire services to be ‘high’. 

Overall, 187 (or 35%) of risks across the risk registers in our sample were deemed to be ‘high’. The top three areas 

representing 20% of all ‘high’ risks recorded were: 

1. operational risks, accounting for 38 high risks (or 7%);

2. workforce risks, accounting for 37 high risks (or 7%); and 

3. IT risks, accounting for 32 high risks (or 6%).

New and evolving risks

Key areas across emergency services where we consider risks to be emerging or evolving.

• Economic environment – economic uncertainty, inflation and having to pay more for goods and services are all 

evolving risks;

• Public procurement – new UK Public Procurement Legislation will be effective from late 2023/early 2024 and will 

fundamentally change the way all public procurement is conducted.

• Environmental, social and governance (ESG) – equality and diversity strategies, equal pay, ethical investments and 

sustainability are just some of the areas where services will need to do more. 

• Cybercrime – IT and cybercrime risks will continue to evolve in their complexity, highlighting the need for network 

and secure configuration and controls. 

• Tax – The trend continues for legislation and HMRC to focus on tax risk governance, with a greater onus on larger 

organisations to help enforce compliance across their supply chains. 

• Human capital, diversity and talent management – in its 2023 Risk in Focus report, the Institute of Internal Auditors 

noted that 50% of survey respondents cited human capital, diversity and talent management as a top five risk. 

Related risks have arguably intensified in this area.

• Culture – organisational culture is in the spotlight and receiving greater focus. In its latest assessment of fire 

services, HMICFRS stated that ‘many services need to improve how they promote their values and culture’, while in 

its annual assessment of policing, HMICFRS noted recent reports ‘have contained highly alarming evidence of toxic 

behaviour and attitudes among some police officers.’

9

For more information on risk trends across the sector,

access our report here.
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